
Caught in the act ...Caught in the act ...
The following screen shots shows you, how for example the programs QMS, VSP, BootVir 
and MemScan behave if a DOS or Multipartite (file and boot) virus is active.

ROSE AV EXE Shield
Small DOS programs like QMS are vaccinated with an Anti-Virus Shield (RecAV) to detect 
infection by standard DOS viruses.

Such infected programs are unusable and must be replaced by a clean copy. Please send 
us such files for further analysis!

ROSE AV COM Shield
Also DOS COM program from ROSE SWE are protected by an advanced self checking anti-
virus shield (VSS) to detect infection by even advanced viruses.

Such infected programs are normally unusable (you can try option 1.) or 2.) - 
Selbstheilung) and should be replaced by a clean copy. Please send us such files for 
further analysis!
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Program: Quick Memory Scan (QMS)
QMS is a small program to detect active known and unknown DOS and Multipartite viruses.

Screenshot shows the standard Cascade.1701 virus active. As cascade only infects COM 
files, QMS.EXE remains uninfected. QMS detects Cascade on the hooked interrupt 21h as 
well as using the generic “Live Bait Test”.

Note here, that the Madjid virus had reduced the main memory by 4 KB from 640 KB. 
Madjid for example is a full stealth virus and can therefore bypass the RecAV Shield and 
the “Live Bait Test” 
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Program: MemScan
MemScan is a DOS program to detect active know and unknown DOS and Multipartite 
viruses. MemScan is additional protected against virus infection using advanced self 
checking technology and normally will refuse to run infected. Therefore we have started 
MemScan with the option /nocheckcrc for this screen shot

You can see here that the Majkl viruses is found on the hooked interrupts, as well as by the 
generic Live Bait Test revealing the virus has the size of approximately 1438 bytes and will 
infect both COM and EXE files.

The Madjid virus is a full stealth virus and can bypass MemScan’s self protection and Live 
Bait features, but not the Quick Memory Test.
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Also MemScan finds the Madjid virus in the main screen. Please note that in this case 
MemScan must be started with the option “/NoMem” to bypass the Quick Memory and Live 
Bait tests, see picture above.
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Program: VirScan Plus (VSP)

VirScan Plus uses the same Quick Memory Engine like QMS and MemScan and the above 
written explanations also apply. Starting with VirScan Plus Version 21.56 the Quick Memory 
Test can be bypassed with the command line options /NOMEM or /NOQMS

Program BootVir (German)

BootVir detects in this example the 1550 bytes variant of the Junkie virus.  To continue the 
program you must start it with the option /NOMEM
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New, unknown Bootvirus

BootVir had found a yet unknown MBR virus, that had changed the MBR.
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