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1. Overview

TheAtaman TCPRemoteL ogon Services(ATRLS) containsserver implementationsof the
Internet TCP telnet, rlogin, rsh, rcp and rexec protocols. These servicesaredistributed as
shareware. TheATRLSarenot free! However, youmay try the ATRL Sbeforepaying. If
you are not familiar with the shareware concept, seethe Shareware section below.

Thetel netd serviceprovidesanimplementation of thetel net protocol specifiedinthelnternet
document, RFC 854. Therlogind service providesanimplementation of therlogin protocol
definedinthelnternet document, RFC 1282. Both servicesallow users with an appropriate
client programto remotely logon to Windows 2000/X P/2003 systems. Userslogonusingthe
samepassword asusedinthenormal Windows2000/X P/2003 user authentication. Duringa
remotelogon session, user processesrun inthe user’ ssecurity context.

Additionally, if auser’ stelnet/rloginclient program providessupport for ANSI terminal escape
sequences, users may run full-screen console apps, such astext editors. Telnet andrlogin
clientsthat use ANSI escape sequencesinclude, but are not limited to, those that emulate the
followingterminal types: VT100,VT102,VT220,VT320,VT420, xterms, xterm. Color
support isprovided for telnet/rlogin clientsthat use ANSI-BBS-styl e escape sequences.

The ATRL Salso contain rexecd and rshd services. These servicesimplement therexec, rcp
andrsh protocolsfound onmany Unix systems. (AsinUnix, thercpfunctionality isbuilt ontop
of thersh protocol.) Also providedisthe C programming language source code of anrexec
client program suitablefor porting to any Unix system that does not have an rexec client. Dueto
themany possibleplacesand conditionsthisrexec client program might beused, itisprovided
without technical support. If you have experiencein porting code between Unix systems, you
may find the provided source code a convenience.

2. Shareware

Ataman marketsand distributesthe ATRL Susing amethod known as shareware. The
shareware method allowsyouto review and sampleasoftware product prior to purchasefor a
limited amount of time. After thetimelimit (called the evaluation period) expires, you must
either purchase the software or stop usingit.

Thisproduct hasa 15-day evaluation period. Seethefilel i cense. t xt for thefull
termsof the softwar elicense.

Like most shareware vendors, Ataman encouragesyou to copy and share our softwarewith
your friendsand associates. Likeyou, they candecidewhether thesoftwaremeetstheir needs
inaway that justifiesitsprice. However, if the ATRL Sare used after the eval uation period, you
are expected to buy it. After payment, you arearegistered user and will receivea
registration code.



Theregistration codedeactivatesall reminder screensand other formsof reminders. Ataman
has designed itsregistration code with an additional feature: Y ou can use the registration code
withfutureminor revisionsof theATRLS; only major revisionswill requirethepurchaseof a
new registration code.

If you havetried the ATRL Sand decided it meetsyour needs, please seethe Ordering the
ATRLS section to purchasethelatest version.

3. Security Considerations

Thismanual assumesthat you arefamiliar with therisksand benefitsof thershd,
rexecd, rlogind and telnetd servicesfound on Unix and other oper ating systems. The
secur e oper ation of these servicesisacomplicated matter, and thismanual provides
only thedetailsspecifictothisimplementation. If you areunfamiliar with thesecurity
aspects of these services, Ataman advisesyou to consult a TCP/IP networking
protocolstutorial.

The Ataman TCP RemoteL ogon Services(ATRLS) allow userstoremotely logonwithintheir
ownsecurity context. However, several security issuesremain because Microsoft Windows
2000/XP/2003 is not implemented with full support for remotely logged in users.

3.1 Potential Interaction Problems

3.1.1 Shareddrivemaps(Windows 2000 only)

Theremote usersand thelocal user sharethe same drive map. In other words, the letters
assigned to the various|ocal and remote drives are shared between the local and remote users.
If one user changes the map with net use, subst, etc., the other usersareimmediately (and
without warning) affected by that change.

Although usersaccessthefilesthrough thismap within their own security context, security issues
still exist. Forexample, if thelocal user runsprogramsfromaremotedrive, theremoteusers
may beableto redirect that driveto another location. Thelocal user may unintentionally
execute functionsthat could lead to a security hole known asa“ Trojan horse” attack.

3.1.2 Random sounding of the system bell

Remote usersmay run programsthat cause an actionto request thesystembell toring. The
system bell associated with themain monitor will sound because Windows2000/X P/2003 does
not redirect thisfunction. Locally logged-on users, unaware of remote usersrunning programs,
may think they have made amistake since the bell seemsto ring at random.

3.2 No Clean Process Termination

Microsoft provides no clean method of killing a process in Windows 2000/XP/2003. Thereis
akill provided, but that kill doesnot notify DL L sthat are attached to thekilled processof the



exit. Thispotentially leavesdead datainsidethose DL Ls. Wedo usethekill providedto
cleanup logon sessionsthat are unexpectedly terminated.

If your programusesDL L sand your connectionisunexpectedly broken, you may encounter
thisproblem. Unfortunately, Microsoft doesnot document theconditionswheredead datais
leftinside DLLs. However, in practice, the vast mgjority of programs do not seem to be
affected. Pleaseunderstand, thisproblemisashortcoming of Windows2000/X P/2003and
not aflaw in Ataman’ sservices. Hopefully, Microsoft will becomeembarrassed about this
obviousand serious shortcoming in Windows 2000/X P/2003 and provide aproper mechanism
to cleanly terminate processes.

3.3 Other issues

Theissuesdescribed abovearetheonly security problemsidentifiedthusfar. However, since
the Windows2000/X P/2003 implementation doesnot fully support remotely logged-on users, it
islikely that new security holeswill bediscovered. Inshort, remotely logged-on users using the
Atamantelnetd, rlogind or rexecd servicesshould belimited. Thesecurity levelsof theseusers
should reflect their potential to gain privileged accessto the system. Thesection Using the
Ataman TCP Remote Logon Services section below covers the mechanism used to
restrict the users allowed to logon.

4. Requirements
e Windows2000/2000 Server/XP Home/X P Professional /2003 Server

e Microsoft Winsock Version 2installed and configured.

5. Installation

Y our user account must have Administratorsor Domain Adminprivilegelevelstoinstall the
ATRLS. Also, youmustinstall the TCP/IP Protocol into Windows 2000/X P/2003 before the
ATRLS canwork.

Onthesystemthat youwishtoinstall the Ataman TCP Remote L ogon Services, createa
directory that islocal to that system. For example:

nkdir c:\atrls

Thedirectory you create must haveits permissions set such that the executable (*.exe) filescan
beread and executed by the SY STEM account and all user accountsthat will beallowedto
remotely logon. All directoriesinthepath to theexecutabl esmust be searchableby those
accounts.

Change your working directory to thisnew directory. Unzipthearchiveintothisdirectory.

Toinstall the ATRLS type:
atrls install start



Y ou should now proceed to the Using the Ataman TCP Remote Logon Services section
in order to authorize usersto logon.

6. Removal

DoNOT usetheproceduresin thissection if you areupgrading or movingthesoftware
to adifferent location on the same machine. Instead, follow theinformation in the
Upgrading or Reinstallation sections.

Ataman Softwareiscommitted to making the use of itssoftware aseasy aspossiblefor theend
user. Most usersprefer softwarethat removesaseasily asitinstalled, thusweprovidea
procedureto uninstall the software. The uninstall procedure removesthe servicesand all
associated registry entries. 1t does not removethedisk filesasyou may simply be moving the
softwareto adifferent machine.

If you need to remove the ATRLS from your system, type:
atrls stop renove

7. Reinstallation
If youwant to movethe ATRL Sto anew location on your machine, stopthe ATRL Sservice:
atrls stop
Movethefilesto the new location, then:
atrls reinstall start

Using thismethod will preserveall your old configuration settings.

8. Upgrading

Y ou might want tofirst create backupsof your current settings. Y ou can dothisusing the
“dump” optiontotheauser adm exe andaconfi g. exe commands. See Configuring
the ATRL S from the Command Linefor details.

Toupgradeto anew version of the ATRLS, inthedirectory of theold versiontype:
atrls stop
Unzipthenew archiveintothedirectory of your choice, theninthenew directory type:
atrls upgrade start
Using this method will preserve all your old configuration settings.

Thisupgrade method will work for theversion 2.X -> 3.X ->4.X upgrade aswell. However,
if youwereusingtheversion2.X environment fileoption, make sureyou saveyour environment
fileand read the Version 3.X/4.X doesn’t havethe Environment File option section.



If you areupgrading to anew major version, you needtoinstall your new registration code.
See the Registration section for details.

9. Registration

9.1 Ordering Registration Code

If, after evaluating the Ataman TCP RemoteL ogon Services(ATRLS), youfindit meetsyour
needs, you need to purchase alicenseto continue using the product. Pleaseseethe Ordering
the ATRLS sectionto purchasethelatest version. Once Ataman Softwarehasprocessed your
order, you will receive ar egistration code. Thisregistration code acts asakey to the
software. The code notifiesthe softwarethat you are aregistered user and disablesthe
payment remindersand other reminder features. Thesereminder featuresinsurethat eval uating
usersdo not use the software beyond the eval uation period.

Onenicefeature of the ATRL Sisthat future minor revisionsof the ATRL S use the same
registration code. Only major revisionswill requirepurchaseof anew registrationcode. A
major product revisionaddssignificant new featuresto theproduct; aminor revisiongenerally
containsfixesand minor enhancements.

Registration codesaretied to the name of the registered user and cause the product to list that
user astheproper licenseeof theproduct. Y ou should never shareyour registration codewith
another user, asyour name must appear asthelicensee of that copy in order for the registration
code to work.

9.2 Using the Registration Code

First, install the ATRLS using the Installation section above. Y ou may use either the Windows
2000/X P/2003 Control Panel or the command line programto apply your registration code to
the ATRL S software.

9.2.1 Windows2000/XP/2003 Control Panel

Using the Start button, invokethe Windows 2000/X P/2003 Control Panel fromthe
Settings/Control Panel menu. Doubleclick the Ataman TCPR. L. Services’ icon. Then, from
the “ About” page, click onthe“Register...” button and you will see:



Register |

T o register, fill in the information below uzing the Letter of
R eqistration pou received when pou purchazed a license far this
product. For ordering infarmation zee the file: ORDER. TAT

Reqgistration M ame; I

Reqgistration Code; I

Cancel |

Fill intheinformationfromthe*L etter of Registration” you received whenyou purchased a
product license. Click the” OK” button. Besurethe* Registration Name” isspelled asshownin
theL etter of Registration. Thespelling must beexact sincetheRegistration Codeistiedtothe
RegistrationName. If amistakeinthespelling of theRegistration Namehasoccurred contact
Ataman Software’ s Technica Support and anew codewill beissued.

Besuretosaveyour registration information. Youwill need it anytimeyou reinstall the
software.

9.2.2 Command Line

Alternatively, you can useacommand lineprogramto do theregistration. Thisisuseful if you
want to automate the registration processusing .CMD files. Inthedirectory whereyouinstalled
the ATRLS, youwill find aprogramcalledr egi st er . exe.

Retrievethe” Registration Code” and*“ RegistrationName” fromthe* L etter of Registration” you
received when purchasing the product license. The Letter of Registration arrived with your
diskette. Touser egi st er . exe, start acommand prompt and issue the following
command using theinformation from the L etter of Registration.

regi ster Registration_Code "Regi strati on_Nane"

The two quotes (") above must beused if the name of theregistered user ismorethan one
word. Y ou should replace Regi st r at i on_Name with the namelisted beside the “ Registration
Name:” entry intheregistration letter and replace Regi st r at i on_Code with the code listed
beside the*Registration Code:” entry. (Typically Regi st r at i on_Name will be either your
name or your company’ s name.)
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10. Using the ATRLS

10.1 Configuring the ATRLS

ToconfiguretheATRLS, invokethe* Ataman TCPR. L. Services’ control panel, throughthe
Windows 2000/X P/2003 Start button from the Control Panel iteminthe Settingsmenu. The
various user and program settings are described bel ow.

10.1.1 Users Page

Ataman TCP Remote Logon Services

About  Users ]Connections1 Banners] Prompts] .&dvanced% Advanced [More]]

brian Add User...

margaret J

Delete User..

QK | Cancel

Toaddauser, selectthe“Add User...” button. Toeditauser, select thedesired user account
name, and then pressthe” Edit User...” button. (Alternatively, you can double-click the user
account nameyouwanttoedit.) Todeleteauser, select theuser account you want deleted,
then pressthe” DeleteUser...” button. Y ouwill beasked to confirmthe operation.

11



Add User

Uzer Mame:

WNT Uszer Mamne:

HT Uszer Domain:

Interactive Cmd Processor(*):

Home Directary(): |
Batch Cmd Processonl): ]
Fields marked with [*] are optional.

Reguired for Fishd or Rlogind [logon without pazsword] Only
MNT Pagsword; ]

Host Equivalence List: I

Cancel

10.1.1.1 User Name

Thisistheuser account nametheremote client programswill useto allow remote usersto
logon. Thisnameisthe name used by the outside world. User namesare case-insensitive(i.e.
you cannot have both auser named “bill” and another named “Bill”).

10.1.1.2 NT User Name

Thisisthe Windows2000/X P/2003 user account that will executefor thisremoteuser’ slogon.
Thiscan bean account either onthelocal machine, or inaWindows 2000/X P/2003 domain.
Thisaccount nameisthe same name asthe“Username” listed in the User Manager program.

10.1.1.3 NT User Domain

Thisisthedomain nameassociated withtheNT User Nameabove. If theNT User Nameis
local tothe systemyou are configuring (not apart of adomain), you should placeasingleperiod
or dot “.” inthisfield.

10.1.1.4 Home Directory

Thisistheinitial working directory giventothecommandsinitiated by thisuser account. This
directory shouldbelocal tothesystemyouareconfiguring. Theenvironment variableHOME
will be automatically set to thisdirectory when the user logs on.
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10.1.1.5 Interactive Command Processor and Batch Command Processor

By default, the ATRL S passthe command from thersh client tothecnd. exe command
processor that comeswith Windows2000/XP/2003. If you havepurchased anaternate
command processor that youwouldrather use, enter the command processor’ spath and any
switchesinthisfield. Becausethecommand processor often needsdifferent argumentswhen
usedinteractively, rather thanin“batch” mode, weprovidetwo formsof command processor
string. Thelnteractive Command Processor isinvoked by telnetd andrlogind. TheBatch
Command Processor isinvoked by rshd and rexecd. When the Batch Command Processor
valueisused, theenvironment variable COMMAND isset to thecommand passedin from the
remotershor rexec client program. In bothinstances, the val ue of the Command Processor
field isenvironment expanded.

For example, you could havershdinvoke cnd. exe by entering:

YCOVEBPECY% / C %COVIVANDYo
When aremote user uses an rsh client program to issuethe di r command, on most systems
the resulting command will be:

C: \ W NNT\ SYSTEM32\ CVMD. EXE /C DI R
Intheversion1of theATRLS, ascript called REMOTE.CMD wasautomatically invoked
when auser logged-on. Y ou can achieve the same functionality in later versions by setting these
fieldsasfollows:
I nteractive Command Processor:

Y%COVBPECY% / K CALL %1OVE% REMOTE. CVD

Batch Command Processor:
%COVBPECY% / C CALL %4OVE% REMOTE. CVD&YCOVMVANDY.

10.1.1.6 NT Password

Thisvalueisused only with rshd or rlogind if the user isallowed to logon without a password.
If you do not want thershd or rlogind (without password) functionality, do not set thisfield.

Thisisthepassword associ ated with the Windows 2000/ X P/2003 user account specified
above. Thisfield isnecessary because Windows2000/X P/2003 hasnofacility that allowsa
security context changewithout the presenceof apassword. (Inother wordsWindows
2000/XP/2003 doesnot haveacapability similartotheUnix set ui d() systemcall.) This
password must bechanged any timethe Windows2000/X P/2003 user account’ spasswordis
changed.

10.1.1.7 Host Equivalence List

Thisvalueisused only withrshd, or rlogindif the user isall owed tologon without apassword.
If you do not want the rshd or rlogind (without password) functiondity, do not set thisfield.
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Thisisacomma-separated list of host namesor TCP/I P addressesfrom which thisuser account
nameisallowedto executecommands. Limitedwildcardsaresupported. Specifically, names
of theform“* . uni v. edu” will allow al host namesendingin“. uni v. edu” execute
programsunder thisuser account name. Likewise, an addressof theform:

205. 238. 107. * dlowsexecution from that TCP/IP subnet. The“* ” must occur only at
the beginning of host names and at the end of TCP/IP addresses. It must beimmediately
followed/proceeded by aperiod“. .

Example:
205. 238. 107. *, mlL. sone. com *. xyz. gov, 128. 110. 163. 210

For best security, useonly fully specified TCP/IPaddresses. (I.e. don’t usehost namesand
don’t use wildcards.)

Additionally, you canallow aremote account with adifferent account nameaccessasthisuser.
Todothisprecedethehost entry with“Username@” . If youwant all accountsto accessasthis
user fromagiven host, substitutea“*” for “Username’.

Example:
*@05. 238. 107. *, bri an@t aman. com

Again, for best security, don’t usewildcards.
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10.1.2 ConnectionsPage

Ataman TCP Remolte Logon Services

About ] Users  Connections 1 Bannersl Prompts] Ad\ranced] Advanced [More]]

1ecl3 telnet Adminiztratori@il 27007 Jul 21 2218 CAMWINNT spstem324emd exe

Refresh Teminate Teminate Al
ok | Cancel ‘ el 1 |

Thispage showsalist of thecommandsthat are actively executingthroughthe ATRLS. The
“Refresh” button isused to update thelist of active connections. The*“Terminate” button causes
the programs associated with alogon session to terminate. The* Terminate All” button causesall
current logon sessionsto terminate.
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10.1.3 BannersPage

Ataman TCP Remolte Logon Services

About ] Uzers ] Connections ~ Banners ]Prompts] Ad\ranced] Advanced [More]]

[&ppliez to Rlogind and Telnetd only.)

Banner before logon:

Banner after logan:

ak, | Cancel | ¥e]) |

Thispagealowsyou to enter text that will be displayed to telnetd/rlogind users before and after
logon.
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10.1.4 PromptsPage

Ataman TCP Remolte Logon Services
About ] Uzers ] Eonnections] Banners  Prompts lAd\ranced] Advanced [More]]

Logon Prompt -

Prompt Text: Account Name:

Default Responze: | |#eays dsk =l

— Pazsword Prampt

Frompt Text: |Passwrd:

Default Responge: ] Always bk L]
Maode Prompt

Prompt Text: ]M ode:

Default Resporze: IAdvanced LJ IFo[Ce Default _‘_J

Teminal Type Prompt -

Frompt Text: JTerminaI Type:
Default Response: |ANSI j ]Automatic _:J
QK | Cancel ‘ 7| |

Thispage control sthe presentation and text of telnetd/rlogind promptsto users.

10.1.4.1 Logon Prompt

WhentheDefault Handlingissetto® AlwaysAsk”, theuser isprompted for alogon account
name with the Prompt Text. If the user respondsby only hitting return, the user namelisted as
the Default Response will be used.

WhentheDefault Handlingissetto“ Force Default”, theuser isnot prompted. Theuser name
listed asthe Default Response will be used.

10.1.4.2 Password Prompt

WhentheDefault Handlingisset to“ AlwaysAsk”, theuser isprompted for apasswordwith
thePrompt Text. If theuser respondsby just hitting return, the password listed asthe Default
Response will be used.

When the Default Handling is set to “ Force Default”, the user isnot prompted. The password
listed asthe Default Response will be used.

Itisvery rarethat you would want to set the Default Responsefield for the Passwor d
Prompt —in general, thiswould createahugesecurity hole. Thisfeature was provided at

17



therequest of customerswho needtheability to automatically logonall of their userstoafixed
application when connecting to thetelnet port.

10.1.4.3 Mode Prompt

For an explanation of modes, seethe Using the Rlogind and Telnetd Services section
below.

WhentheDefault Handlingissetto“ AlwaysAsk”, theuser isprompted for themodewith the
Prompt Text. If theuser respondsby just hitting return, the modelisted asthe Default
Responsewill beused. The user should choose either Simple or Advanced and hit thereturn
key. (Only a“s’ or “a’ followed by return hasto betyped. Either case can be used.)

When the Default Handling isset to “ Force Default”, the user isnot prompted. The mode listed
asthe Default Response will be used.

10.1.4.4 Terminal Type Prompt
TheTermina TypePrompt processing occursonly if aconnectionusesAdvanced Mode.

The ANSI terminal typeshould beused if your telnet/rlogin client supportsthe ANSI-BBS set
of terminal escape sequences. (ANSI-BBSisthe same set of escape sequences used by
ANSI.SY Sunder DOSand alsoin OS/2. It usesthe OEM character set and haslimited color
support.) Otherwise, theVTXXX terminal typeshouldbeused. Thisterminal typeworkswith
mostVT100,VT102,VT220,VT320andV T420emulationsand withthextermprogram
found on most Unix systems.

WhentheDefault Handlingissetto“ AlwaysAsk”, theuser isprompted for aterminal type. If
the user responds by just hitting return, the mode listed as the Default Response will be used.
Theuser should chooseeither VTXXX or ANSI and hitthereturnkey. (Only a“v” or“&’
followed by return hasto betyped. Either case can be used.)

Whenthe Default Handlingisset to* Automatic”, theterminal type sent by the client programis
examined. If theterminal typebeginswith“ans”, thenthe ANSI terminal typeischosen. If the
terminal type beginswith “vt”, “dec-vt”, or “xterm” then the VTXXX typeischosen. Terminal
type comparisons are all case-insensitive. Otherwise, the user will be prompted asin the case of
“AlwaysAsk” above. The“Automatic” styleof terminal type handling cannot beusedif al
other prompts have been set to “ Force Default”.

When the Default Handling is set to “ Force Default”, the user isnot prompted. Thetermina
typelisted asthe Default Response will be used.
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10.1.5 Advanced Page

Ataman TCP Remolte Logon Services

About ] Uzers ] Eonnections] Bannersl Prompts  Advanced 1Advanced [More]]

Rshd

Service Port; J

List of hosts allowed to conhect: |"

Fexecd

Service Port: |512

List of hosts allowed to conhect: |

Rlogind
Service Port: 1513

List of hosts allowed to conhect: "‘

Teketd

Service Port: |23

List of hosts allowed to connect: |"

To DISABLE a zervice, set itz Service Port to O [zero].

CHAMGES on this page DO MOT TAKE EFFECT until the ATELS zervice restarts.
“t'ou can do this from the Control Panel, or by rebooting your system,

QK | Cancel |

Most usersdo not need to use the settings on this page.

For each serviceinthe ATRLS:

e “ServicePort” isthe TCP/IP port number the servicewill listen on. To disable aservice, set

thisfield to O (zero).

e “Listof hostsallowed to connect” is acomma-separated list of TCP/IP addresses of the
hostsallowed to accesstheservice. Thedefault valueis®*” whichalowsall hoststo
access the service. Limited wildcardsare supported. Specifically, an addressof theform:
205. 238. 107. * dlowsexecution fromthat TCP/IP subnet. The“* ” must occur only
at theend of TCP/IPaddresses. It must beimmediately followed/proceeded by a“. ”.

Example:
205. 238. 107. *,

128.110. 163. 210
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10.1.6 Advanced (More) Page

Ataman TCP Remolte Logon Services

About ] Users ] Eonnections] Bannersl Prompts] Advanced  Advanced [More] l

|dle Timeout [seconds, 0 dizables): E

Dizable TCP keepllives: [

CHANGES related to the uze of Common WinStations should be made with the
ATRLS service stopped.

“You can do this from the Services Control Panel,
- Comrmon WwWinStations
Common WinStations [0 dizables): l‘—D‘
Sessions PerWwinStation: l—u

QK | Cancel |

Most usersdo not need to use the settings on this page.
For each serviceinthe ATRLS:

“ldle Timeout” isthe number of secondsasessionisallowedtobeidlebeforebeing
automatically disconnected. To disablethetimeout function, set thisfieldto 0 (zero).

“Disabling TCPKeepAlives’ By default, Telnet and other servicesnormally enableaTCP
optionthat pollstheremote host occasionally, to make surethat the connectionisstill
available. Normally, thismakespossi blethe cleanup of broken sessionsthat otherwise
would not bedetected. For most usersthisisvery desirable. However,inVERY,VERY
busy networksor in someradio terminal networks, sometimesthiscanlead to otherwise
good connectionshbeing prematurely terminated (normally will happenonly invery long
running sessions). If you do have such asituation, usethisoptionto disable TCP
KeepAlivesfor all sessions.

The*“Common Winstations’ group allowsyou to increase the number of possible
simultaneousconnections.

INnWindows2000/X P/2003 security for “GUI objects’ (thoseinUser32.DLL and
GDI32.DLL) isencapsulatedinasecurableobject calledaWindow Station. By default,
the ATRL S causes the creation of anew Window Station for every connection, giving each
logon sessionitsown set of securable GUI objects. Whilesecure, thereisadrawback.
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Thenumber of available Window Stationsislimited. Unfortunately, theactual number of
Window Stations available variesfromreleaseto rel ease of the operating system (including
servicepacks), sowecannot tell you how many connectionsyou can securely have.
Generally speaking, if you needlessthan 20 simultaneous connectionsyou do not want to
ever use any of the optionsin this group.

If you need moresimultaneousconnections, you can usethe settingsdi scussed bel ow, but
thereisasecurity caveat. If your tel net usersrun programsthat accessthe GUI subsystem
[for exampletheclipboard or any window other than acommand prompt (console)
window], thentheseprogramswill openonaWindow Station/Desktop combinationthatis
compl etely opentomanipulation by AL L users. Microsoft usesthisapproachintheir Unix
Servicesfor Windows product, so presumably it isnot extremely unsafe.

To enablethe use of common Window Stations set non-zero valuesin the “Common
WinStations’ and*“ SessionsPer WinStation” fields. Barring Windows-imposed resource
limits, thetotal number of possiblesimultaneouslogon sessionswill be: the two numbers
multipliedtogether (i.e.“ CommonWinStations’ * “ SessionsPer WinStation”).

Herearesomerulesthat will helpyou configurethe Common Winstationsparameters:

1. Insurethat you have plenty of virtual memory set inthe System Control Panel and
alsothat thedisk onwhichthevirtual memory imageisplaced hasplenty of space.
(For most purposes 1 gigabyte freeissufficient.)

2. Firstset “CommonWinStations’:0, “ SessionsPer WinStation” :500 and add tel net
connectionsuntil you run out of resources. Thenumber of connections established
givesyou an upper limit for thevalue of “CommonWinStations’.

3. Nowset “CommonWinStations™:1, “ SessionsPer WinStation” :500 and add tel net
connectionsuntil you run out of resources. The number of connections established
givesyou an upper limit for thevalueof “ SessionsPer WinStation”. Chooseavalue
dightly smaller thanthisupper limit for “ Sessions Per WinStation™.

4. Chooseavauefor“CommonWinStations’ suchthat“ CommonWinStations”
multiplied by “ Sessions Per WinStation” isgreater than or equal to the maximum
number of simultaneous connectionsthat you need to support.

5. Windows2000/2003 Server haslessresourcelimitsthan client versions of
Windows.

6. Otherinstalled software may a so usetheunderlying resourcesin Windows
2000/XP/2003, so your resultsarelikely to vary.

Usingvaluesof “CommonWinStations’:4, " SessionsPer WinStation” :25, wehavebeen
ableto get 100 simultaneous connectionsunder Windows XP.

Usingvaluesof “CommonWinStations’:5, “ Sessions Per WinStation”:130, we have been
ableto get 500 simultaneous connectionsunder Windows 2003 Server (onalightly loaded
file/print/ DNS/DHCPserver).
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If you need even more simultaneousconnections, you needto carefully consider one
additional step asWindows2000/XP/2003 tendsto runout of other resources. A detailed
explanationisbeyond the scope of thismanual. For moreinformation, please seethe
following Microsoft Technical Notes: Q142676, Q126962, Q169321, Q184802.

For example, by changing shar edsect i on=1024, 3072,512 to

Shar edSect i on=1024, 3072, 1024 you might be able to increase the upper limit for “ Sessions
Per WinStation”.

Todisabletheuseof common Window Stations, set“ Common WinStations’ to 0 (zero).

10.2 Configuring the ATRLS from the Command Line

Asancomplement to configurationviaaControl Panel, theATRL Scomewithtwo programs
that allow youto configuretheservicefromthecommandline: AUSERADM.EXE and
ACONFIG.EXE. TheAUSERADM.EXE programallowstheaddition, deletion, editing, and
listing of user accountsfortheATRLS. The ACONFIG.EXE program configurestheremaining
parametersthat can also be configured fromthe ATRL S Control Panel.

Both programshavea“dump” command that you can useto automatically generate” .CMD”
filethat will allow youtoeasily duplicateconfigurationson multiplemachines. Thisfeaturecan
be abigtime saver. Example:

auseradm dunp >uconfig.cnd

Createsabatch commandfilecalled uconfig.cmd, containingaseriesof AUSERADM.EXE
command that when executed will duplicatethe existing set of users.

Toget usageinformationfor either program, executeit withthe*help” command (or /?) asin:
auseradm hel p
aconfig /7?

10.3 Advanced Configuration

10.3.1 Automatic L ogon.

It ispossible to cause the ATRL S to use one of two forms of automatic logon configuration. We
do not recommend the use of these featuresfor most users because:

1. A detailedknowledgeof Windows2000/X P/2003 security isnecessary to usethefeature
securely. Inparticular, if you do not understand well the rel ationship between Windows
2000/XP/2003 Local Groups, Global Groupsand User Accounts, you should NOT use
thisfeature. If youdo not understand well the difference between auser nameonthelocal
machine and auser namein the domain, you should NOT usethisfeature.
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2. Usersalowedtologon usingthisfeatureare not ableto usethe Rshd service. Nor arethey
allowed to Rlogin without a password.

3. Itisnot possibleto support user accountswith the samename, evenif they arein different
domains. Theincoming protocolsonly support short names. .. itisnot possibleto properly
support fully qualified Windows2000/X P/2003 user names. If youadd userswiththesame
name (directly or indirectly) to the samelocal group only onewill beabletologon. (The
choice of which user will appear random.)

Duetothecomplexity of thesefeatures, only limited technical support isavailable. In
particular, wewill not help user sthat do not havetheneeded under standing of
Windows2000/X P/2003 security, gain thisunder standing. (It isacomplex subject, far
too complex toexplain duringthecour seof atechnical support e-mail exchange.)

Theconfiguration parametersfor thesefeaturesCANNOT besetfromthe ATRL SControl
Panel.

If the issues above do not present aproblem for you, chose ONE of thefollowing:

10.3.1.1 Allowing any user account to logon without further configuration.
To enablethisfeature, issuethefollowing command:

aconfig AllowAnyAccount ToLogon 1

Y ou should al so set ahome directory for these users asfollows:
aconfig AutomaticLogonHoneDirectory *“PathOf HomeDirectory”

Where PathOfHomeDirectory isthe pathname of the home directory that will begiventoaall
userswhen they logonviathe ATRLS.

10.3.1.2 Allowing direct members of a group to logon without further configuration.
Toenablethisfeature, issuethefollowing command:

aconfig Automati cLogonG oup “Local GroupNane”

Where Local GroupNameisthe name of the Windows 2000/XP/2003 L ocal Group whose
membersare allowed to logon without an individual user configuration. Members of the group
must beexplicitly listed... indirect lookup of membersof groupslistedinthegroupisnot done.

Y ou should also set ahome directory for these usersasfollows:
aconfig AutomaticLogonHoneDirectory *“PathOf HomeDirectory”

Where PathOfHomeDirectory isthe pathname of the home directory that will begiventoaall
members of thisgroup whenthey logon viathe ATRLS.
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10.3.2 8-bit charactersneed to be sent by faulty telnet client.

According to the RFC that governstelnet, by default, the telnet data stream isonly 7-bits wide.
Inversion 2.0wecorrected our earlier designto strip charactersto 7 bitsunlessbinary mode
had been negotiated. Unfortunately, therearetel net clientsintheworld don’ t support 8-hit
mode, nor do they refuse to display 8-bit characters showing up inthe datastream... sofor
some customersit may make senseto put aretelnet serviceinto anon-standard mode. (For
exampl e, thetel net client that comeswith Windowsversionsprior to Windows2000isone
such faulty telnet client.) To enable this non-standard mode, use the command:

aconfig SuppressCharacterStripping 1

10.3.3 Suppresscleanup of child processes.

For most usersof the ATRLS, itisdesirableto have processes executing at thetime of an
unexpected failurebekilled automatically. However, some userswant to usethe ATRLSto
start “ background” tasks. Weknow of no good way to allow this, but we can suppressthe
normal processcleanup that occursat thetimeof session close. If you enablethisfeatures,
“background” processeswill continuetorun, but likewisewill any processesrunning at an
unexpected processclose. Inparticular, itisimportant that you alwaysexit or tel net sessionsby
issuing the* exit” commandto CMD.EXE or the CMD.EXE will continue to execute in the
“background”. To enablethisfeature:

aconfig DisableChilddeanup 1

10.3.4 Prompt after thebanner after logon to giveuser sachancetoread banners.

Several usershaverequested theability to movetheregistration message until after asuccessful
logon. To enablethisoption:

aconfig Pronpt AfterBanner AfterLogon 1

10.3.5 Moveprint of “registration” banner until after logon.

Several usershaverequested theability to movetheregistration messageuntil after asuccessful
logon. To enable this option:

aconfig RegistrationBanner AfterlLogon 1

10.3.6 EnableTracing

Tocontrol debuginformationfromthevariousservices. Settheoption Tracel evel to oneof the
following:

1. Minimal stateinformation.
2. Someprotocol details.
3. Most protocol details.
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4. Multiple messagesper character transmitted. (Y ou probably don’t want to usethis
one.)

Todisablethetracing set Tracel evel to 0. Thedebuginformationisloggedtothefile:
t racel og. t xt inthedirectory whereyouinstalledthe ATRLS.

Example:
aconfig TracelLevel 3

10.3.7 SendingBeéllsin Advanced M ode

Y ou canreserveacharacter in Advanced M odethat will betranslated to abell character. The
argument to Bell Character isadecimal number representing thecharacter that will causeabell
character to be sent to the telnet/rlogind client. On theresulting client screen, the Bell Character
(inadditionto sounding thebell) will appearsasaspace character. Seethe Programming
Considerations section for the details of how to use this feature.

In many situations agood character to useis 255 (thisisthe non-breakabl e space character
used by old word processors... not usually used anymore).

Todisablethisoption, set BellCharacter to zero.
Example:
aconfig Bell Character 255

10.3.8 Suppress Successful Logon M essages.

Someusersdo not want arecord of successful logonsor command executionsintheevent log.
To enablethisoption:

aconfig SuppressSuccessful LogonMessages 1

10.3.9 SuppressEvent Log M essages about Telnet Probes.

Some management packages detect the presence of atelnet server onyour system by opening,
thenimmediately closingaconnectiontothetelnet service. Thissame*probe” isalso used by
peopl e attempting to break into your system. By default weflagthisasanerror. Some users
want to allow the probeswith no generated messages.

To enablethis option:
aconfig SuppressProbeMessages 1

10.4 Using the Rlogind and Telnetd Services

Seethe” Prompts Page’ subsection of the Configuring the ATRLS section for an
explanation of thevarioususer promptsand associated options.
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10.4.1 Simplevs. Advanced
Thetelnetd and rlogind of the ATRL Swork intwo modes: simple and advanced.

Advanced Mode isthe most powerful, but incurs more overhead for each logon session. Simple
Modeisvery low overhead and workswell with custom software.

10.4.1.1 Advanced Mode

Thismode allowsyou to run full-screen consol e programs such astext editors. Inorder to use
thisfeature your client program must support ANSI terminal escape sequences. Most terminal
emulation programsuse ANSI escape sequences. Y oumay usethe Advanced Modeif yourun
aprogram emulatingaVTXXX terminal or whenusingthe“r | ogi n” or “t el net ” programs
frominsidethe “xt er i’ program found on most Unix systems.

The full range of DOSKEY -stylecommand lineeditingisavailablein Advanced Mode. Seethe
Sending Special Keys section below for information about how to send keys such as
“Home".

Duetotheway Advanced Modeworksand sincetheWin32 API doesnot providegood
facilitiesfor remotelogon, the”Sand Pause keysdo not suspend output asthey doina local
command prompt window. If you areissuingacommand that will have more than one screen
of output, piping itsoutput to the Windows 2000/XP/2003“nmor e” command is advisable.
Example:

type longfile.txt | nore

Advanced Modeworksby “ polling” the contents of aconsolewindow screen buffer and
sending across any changessince thelast “poll”. For thisreason, Advanced Modeis somewhat
CPU intensive. Also, thismodeisrather dataintensivebecauseit frequently redrawsyour
screen. Thedataintensity isnormally only aproblemfor remote userswithaslow modem/link.

10.4.1.2 Simple Mode

SimpleModehasvery low overhead. It allowsyou to use most consol e-mode programs that
read from standard input and write to standard outpui.

Limited command lineediting isavailablein Simple Mode:

<ESC>, MU Erasethe current line.

H, ~? Erase the last character typed.

"C Interrupt Process (asin CMD.EXE).
S Suspend Output (asin CMD.EXE).
nZ Send End Of File (asin CMD.EXE).

SimpleModeiswell suited for usewith custom software. Seethe Programming
Considerations section for details.
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10.4.2 User Environment
Whenuserslogon, they will receivetheir normal user environment and other profilesettings

Additionally, the Ataman TCPRemoteL ogon Servicesautomatically set thefollowing
environment variables:

HOME The path name of the ATRL S-defined home directory of the user. If
theuser’ shomedirectory islisted asalocal path name, the
environmentvariablesHOMEDRIVEandHOMEPATHwill alsobe
set asinanormal Windows 2000/X P/2003 logon.

REMOTEADDRESSS ThelP addressof the remote host that made this connection.

TERM When in Simple M ode, the value passed by your client programis
put into the TERM environment variable. Advanced Modeworks
best with programsthat use the native Win32 Console API instead
of terminal escape sequences. For thisreasonthe TERM variableis
not set in Advanced Mode.

EMULATION Set in Advanced Modeto theterminal type selected at logon.

BELL_CHARACTER  SetinAdvanced Mode, but only if you haveabell character defined.
See Sending Bellsin Advanced Mode for details.

10.4.3 Sending Special Keys—(Advanced M ode Only).

Therloginandtelnet protocol saredefined using only the ASCI | character set. However, many
DOS, OS2 and Windows 2000/X P/2003 applications expect the avail ability of keysdefined
outsidethe ASCI| set. Unfortunately, thereisno ANSI specificationfor special keys. Inplace
of suchastandard, thefoll owing sequenceswereadopted. Atamanhopesthey arereasonably
easy to generate manually and to remember.

Check the documentationthat camewith your client rlogin or telnet program. Many such
programs containthe ability to create keymaps.

Character SequenceTyped Special Character Generated
NANA NA
N Aa The next character sent will be sent asan “Alt” character.

Example: to send Alt-F1, type: ~A*a” Al." Thissequence
may be combined with the Ctrl and Shift sequences. If you

" Duetothemany different waysDOS programshandl especial keys, Windows2000/X P/2003
isnot always ableto send the Alt, Ctrl, and Shift modifiersin the manner the program expects.
Experimentation with an application on files containing non-critical dataisthe only way we have
found to know whether or not these keys can bereliably sent.
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NAz

NAC

NAs

"AMR

~Au
N Ad
~Al

NAr
NAI

N AX
~Ah
"Ae
AAD
~An
NAL
NA2
A3
A4
A5
NAB
NAT
NA8
A9

need to simulate the pressand immediate release of the Alt
key, see the sequence Az below.

Simulate the pressing and immediate release of the Alt key.
This sequenceis needed in many CUA-compliant programsto
activate the program's menu bar.

The next character sent will be sent asacontrol character.
Example: to send Ctrl-F1, type: ~A*cAl. " This sequence
may be combined with the Alt and Shift sequences.

Thenext character sent will be sent shifted. Example: to send
Shift-F1, type: ~A* s~ Al. " Thissequence may be combined
with the Alt and Ctrl sequences.

Causesthe screen to be redrawn.
For applicationsthat work inlineinput mode (for examplethe
Command Prompt itself) R aloneworkstoo.

Up Arrow

Down Arrow

Left Arrow

Right Arrow
Insert

Delete

Home

End

PageUp (Previous)
PageDown (Next)
F1

F2

F3

F4

F5

F6

F7

F8

Fo
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A0 F10
NA- F11
N A= F12

For theconvenienceof usersthat haveV T100/V T102/V T220/VT320/V T420emul ators, we
also support thelimited subset of keysthat theemul atorsprovide. Inthetablebelow <CSI >
can be<ESC>[ or\ x9a and <SS3> can be<ESC>Oor \ x8f .

VT Key PC Key ANSI Escape Sequence
Expected

<UP ARROW> <UP ARROW> <CSI>A

<DOWN ARROW> <DOWN ARROW> <CSI>B

<RIGHT ARROW> <RIGHT ARROW> <CSI>C

<LEFT ARROW> <LEFT ARROW> <CSI>D

<FIND> <HOME> <CSI>1~

<INSERT HERE> <INSERT> <CSI>2~

<REMOVE> <DELETE> <CSI>3~

<SELECT> <END> <CSI>4~

<PREVIOUSSCREEN> <PAGE UP> <CSI>5~

<NEXT SCREEN> <PAGE DOWN> <CSI>6~

<PF1> <F1> <SS3>P

<PF2> <F2> <SS3>Q

<PF3> <F3> <SS3>R

<PF4> <F4> <SS3>S

<F5> <F5> Not Implemented. On red
VTXXX terminals F5
cannot send a sequence,

so thereis no standard for
acorresponding

sequence. If you need to
send F5, try using * A5 as

in the table above.
<F6> <F6> <CSI>17~
<F7> <F7> <CSI>18~
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<F8> <F8> <CSI>19~

<F9> <F9> <CSI>20~
<F10> <F10> <CSI>21~
<F11> <F11> <CSI>23~
<F12> <F12> <CSI>24~

Note: Terminal emulatorsoftendiffer onthedefinitionof VTXXX keys. Therefore, your client
program may not match our set. Thearrow keyswork with nearly all emulators.

10.4.4 Screen buffer sizelimits.

Dueto both the method used to copy the consol e screen buffer to theremote screen and an
internal limitinaWin32 API call usedto performthecopy, screenbuffer sizesarelimitedtoa
maximum of 60 linesand 128 columns. If the Ataman Telnetd Service or the Ataman Rlogind
Serviceisusedviaslower links(for exampleover al14.4K modem), performancewill bebest
when using smaller screen buffer sizes.

10.4.5 Manual resize necessary when screen buffer sizeischanged on the server end.

Therlogin and telnet protocolsdo no alow aserver to communicateawindow sizechangetoa
client. Thus, if yourunaDOSor OS/2 character modeapplication (which canautomatically
cause screen buffer sizechanges) or usean applicationthat explicitly changesthesizeof the
screenbuffer (i.e. the* modecon” command), youmust manually resizetheclient tomatchthe
changein the screen buffer size.

If your rlogin or tel net client programimplementsresizing the client window, it will be passed to
therlogind/telnetd service. Theremote screen buffer will beresized to matchtheclient. To
check thesize of your remote screen buffer usethe“mode con” command with no additional
arguments.

10.5 Using the Rshd and Rexecd Services

The Rshd and Rexecd services are used by invoking an rsh or rexec client program of your
choosing. Thediscussioninthe User Environment section for the rlogind and tel netd services
above appliesto thershd and rexecd servicestoo.

10.6 Using the Command Line-Based Tools

The ATRLS provide 4 command-line-based tools: AWHO.EXE, AKILL.EXE, FG.EXE and
REXEC.EXE. Youwill needto causeyour PATH variableto point tothedirectory where
thesetoolsarestored, or elseswitch to that directory when you run them.

The AWHO.EXE program liststhe users currently logged-on to the ATRLS. The*“-a’ flag
providesmore detail.
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The AKILL.EXE programterminatesalogon session. Ittakesasessionidargument. The
sessionidargumentsarelisted by the AWHO.EXE program. Alternatively, the argument
“al | " causesall current logon sessionsto be terminated.

TheFG.EXE program executesaprogramasit appearsonthemain user console. Theremote
user needsto haveappropriateaccesspermissionstodothis. By default, GUI programs
started by aremote user appear onaninvisible*“Window Station” and cannot be accessed.
TheFG.EXE program causesaprogramto usethe“Window Station” associatedwiththemain
user console. Example:

fg start notepad

FG.EXE acceptsoneargument “-w” that causesfgtowait until the started process has exited.
The command:

fg -w edit
will wait until auser at the main consol e dismissesthe* edit” command.

Note: A programstartedinthismanner will exit whenyour tel net/rl ogin sessionterminates, so
with rsh/rexec you MUST usethe“-w” flag. If you want to start apersistent session, usethe
AT.EXE programthat comeswith Windows2000/X P/2003. TheFG.EXE programcanbe
usedwith AT.EXE to causethe started program to appear onthemain user console. For
convenience, you might al so check out the SOON.EX E program that comeswith the Windows
2000/XP/2003 resourcekit. If thesereally do not meet your needs, seethe Advanced
Configuration section above for away to suppressthe normal cleanup of child processes.

TheREXEC.EXE programisaclient programthat workswiththerexecd service. Theclient
programissimilar tothe one providewith Windows 2000/X P/2003 except that it hasa- p flag
which allows you to specify the password from the command-line. WARNING: Userswith
debug privilegeswill beableto seethispasswordinformationinrunning programs. Alsobe
careful withthesecurity settingsof any fileswhich storethispasswordinformation. Execute
REXEC.EXE with the - ? flag for a usage message.

11. Programming Considerations

A substantial number of our clientsusethe Ataman TCPRemoteL ogon Services(ATRLS) in
conjunction with hand-heldradiofrequency terminals. Theseuserstypically writetheir own
software and need assi stance with making their softwarework withthe ATRLS. Thissection
answersmost commonly asked questions.

e |f yougenerateyour own escape sequences, youwant to use Simple Mode. Advanced
M ode generatesits own escape sequencesrecreati ng the contents of the console screen
buffer onaremotehost. These escape sequenceswill interferewith escape sequencesthat
you generate.

e |tisnow possibleto send bell charactersin Advanced Mode. See Sending Bellsin
Advanced Modefor information on how to enablethisfeature.
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Thediscussion bel ow assumesyou havechosen 255 asyour bell character.
Becauseof theway that Advanced M odeworks(screen scraping), you must generatethe
bell character in a special manner:

1. Thebell character isinterpreted only onthetop lineof the consolescreen. Thusto

useit, you must first positionto thetop line. Thisisto prevent repeated beeps
caused by line scrolling.

. Youshould avoid character scrolling within the top line of the console screen. If

you causethe screen locations containing bellsto move, thebell charactersmay be
resent.

. Because Advanced Modeworksby screen scraping, itisimportant that you change

ascreen location each time you want to sound abell. Thefollowing pseudo-code
demonstrates agood way of doing this:

static int flip = 0;
MoveCur sor (0, 0);
if (flip == 0) then
print “ \xff”; # \xff in hex is 255 deci mal

flip = 1,
el se
print “\xff *;
flip = 0;
endi f

Theideaisto usetwo screen locations. Eachtimeabell isgenerated, alternating
locationsare used to print the new bell and to erasethe previousbell by
overprinting it with aspace character.

SimpleModeworksby setting the standard handl esto pipes. Someprogramming
environments handl e pipesdifferently from consoles. Themost commondifferenceisthe
tendency to buffer pipes. Pleaseconsult theprogramming environment documentationto
discover how to overridethisbuffering, sinceit will interferewith user interaction. In ANSI
C, thisisdone with the setvbuf call.

setvbuf (fp, NULL, _|IONBF, 0);
SimpleModeisconfigured from the Prompts Page of the ATRLS Control Panel.

In Simple Mode, if your program needsto do character-at-a-timeinput (as opposed to
line-at-a-time input), you will need to input using Win32 API calls. Do not try to usethe
getch() or kbhit() routinessupplied by your compiler vendor. Thoseroutinesare
usually not designed towor k with pipes.
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Thefile SAMPLE.CPP contains sampl e source code of aworking program that shows
escape seguence output to stdout and character-at-a-time I/O from standard input. Thisfile
containssample_kbhit() and_getch() subroutinesusingtheappropriate Win32 API calls.

12. Troubleshooting / Technical Support

12.1 Where to Begin

12.1.1 Event Log

The ATRL Sreport error messagesto the Application Event Log. Thislogcanbeviewedusing
the Event Viewer application, whichisusually launched by double-clicking itsicon. Theiconis
found inthe Program Manager group under AdministrativeTools. The Application Event Log
must have acheck mark besidethe L og menu entry to be sel ected.

All ATRLSentriesbeginwiththetag “ Ataman”. Most of theerror messagesare self-
explanatory. If an error message requiresexplanation, please do not hesitate to send electronic
mail to technical support (suppor t @t aman. com.

Onrareoccasion, youmay haveaservicefailure. Thesearelogged by the Service Control
Manager in the System Log.

If you are having compatibility problemswithaclient program, it may help to enable tracing.
See the Enable Tracing section for details.

12.2 Known Problems and FAQ

12.2.1 Summary of per missionsrequirementsfor theATRLS.
e CMD.EXE (or other if you have overridden default command processor):

0 Readable by System account.
0 Readableby user accountsused for telnet.
e Homedirectoriesof incoming users:
0 Local to machine.
0 Readable by System account.
0 Readable by user.
e Filesof theATRLS:
o Full Control by System account.
0 Readableby user accounts.
e All pathsabove must be searchabl e by tel neting user accountsand the System account.

e TheATRLSservicemust run under the System account.
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12.2.2 Remoteusersuse CPU timeeven when they areidle.

Thisissue occursonly when using rlogind or telnetd in Advanced Mode and is not a problem,
but an artifact of providing full-screen support. Windows 2000/X P/2003 doesnot provide
inherent remote full-screen support but does providetheability to read ascreen’ scurrent
contents. Advanced Modeexaminesthe screen periodically to monitor any changes. If the
CPU usageby remoteusersproducesaheavy |oad then consider switching someremoteusers
to Simple Mode.

12.2.3 Failureloadinguser environment. (Windows2000 only)

Anempty environment variable can causethis. Be sureto check both the user and system sets
of environment variables. If you changeasystem environment variable, remember that youwill
need to reboot before changesto system environment variablesareeffective.

12.2.4 Accessdenied when accessingadrivemounted with NET USE. (Windows 2000

only)

Because Windows 2000 wasnever designed for morethan oneinteractivelogged-on user at a
time, odditiesoften occur whenaccessing remotedrivesviaadriveletterintheshared drive
map. Most users seem to have better results when accessing remote drivesviathe SUBST
command. Accessing remotedrivesviaUNC namesalso seemstowork. Many third-party
networking products do not support remote users.

12.2.5 User doesnot have permission tologon.

By default, the Windows 2000/ 2003 Server does not allow normal userstologon. Seeif this
isyour problem by using thefailing user account tologon to themain console(i.e. logon
normally). Y oucanoverride Microsoft’ sdefault by using theUser Manager for Domainstogive
the user account theright “Log onlocally” asfollows:

¢ RuntheUser Manager for Domainsprogram|ocatedinthe Administrative Tool sprogram
group.

e |ftheserver, for whichyouaresetting therights, isaPrimary Domain Controller (PDC) or
aBackup Domain Controller (BDC), skip to the next step. Otherwise, itisnecessary totell
“User Manager for Domains’ that you want to set rightsfor the server machine, not the
domain. Todothis, select the Select the Domainitemin the User menu. Inthedialog box
whereit says“Domain:”, type “\\MachineName” where M achineNameisthe host name of
the system, which youwishto edit privileges. When you push the OK button, you can edit
the privilegesfor that system

e Select the User Rightsitem in the Policies menu.
e Scroll the“Right:” drop-down list until you get to“Log on locally” entry.
e Addthoseusersor groupsyouwishto allow to logon.

e |f your serverisnot aBDC, you arefinished.
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e IfyourserverisaBDC, runthe Server Manager for Domainsprogramlocatedinthe
Administrative Tools program group.

e Select the Synchronizewith Primary Domain Controller iteminthe Computer menu.

12.2.6 Runningatext editor or program clear sthe screen and appear sto hang.

Probably theprogramin questionisusing an Alternate Screen Buffer (aWin32 Console AP
feature). The ATRL Sisunabletoread thealternate screenbuffer. Common editorswiththis
problem: GNU emacsand someportsof “vi” clones. Inbothinstances, you canfind free(but
unsupported) portsof similar editorson our web site that do work with our services. (Source
codeaswell asIntel binariesare provided.)

12.2.7 Useof client-side screen “ scroll-back” does not work.

Thisisasideeffect of the Advanced Mode. Essentially Advanced Modetakesperiodic
snapshotsof aconsole screen buffer and sends ANSI escape sequence acrossthe network to
duplicatethescreenremotely. Thisisnecessary since Windows2000/XP/2003 only provides
thismethodtointercept consolel/O. Unfortunately using thismethod meansthat scroll-back
buffersin the client programs are not used, since scrolling never occurs.

12.2.8 Cannot find theControl Panel for the ATRLS.

Thecontrol panel iconforthe ATRLSisabigpurple”A”. Our customersreport that Windows
2000 occasionally hidesthisicon. To maketheicon reappear, arrange your icons with the
property menu or wait afew minutesand start the control panel again. Also, you cantry issuing
thefollowing command from a Command Prompt window:

control atrls.cpl

Wedo not know why this problem occurs, nor have we reproduced it in-house.

12.2.9 Processterminatedimmediately, probableCr eateProcessAsUser failure.

Wecannot giveyou an exact diagnosi sof the problem because Windows2000/X P/2003 does
not returnanerror fromthe CreateProcessAsUser() API call whentheproblemoccurs. Here
arethe possihilities that we know of:

1. Youareoutof somesystemresources, most commonly, window stations(under
Windows 2000 Server you may only have about 25). If you suspect thisisthe problem,
see: Increasenumber of simultaneousconnections.

2. TheWindowssystemfile: User 32. DLL had aninitialization failure, see Microsoft
Knowledge Base Article Q142676 for fix you can makein the Windowsregistry.
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12.2.10 Withrshd/rexecd program exitsimmediately with no output.

Probably it isthe same problem as Processterminatedimmediately, probable
CreateProcessAsUser failure.. Becausethe CreateProcessAsUser() API call doesnot returnan
error indication, thereisno way for usto warn you that this has occurred.

12.2.11 Rcp of extremely largefilesfails.
Our rcp server actually does support 63-bitsof file size, unfortunately most rcp clientsdo not
support morethan 31 bits of file size (2 gigabytes).

Thereisno real standard for rcp. Should you find aclient rep that claimsto support extremely
largefilesbut does not work with our rcp server, pleaselet usknow!

12.2.12 Version 3.X/4.X doesn’t havethe Environment Fileoption

Sincewe now automatically load the user’ s registry and environment, the functionality isnot
useful tomost users. However if youdofind youreally do need that functionality, you can
achieveit by:

1. Changetheenvironment fileto aseriesof SET commands.

2. SaveitasENVVARS.CMD intheuser’ shomedirectory (other directoriescan be
used if desired).
3. Configuretheuser’scommand processor optionsasfollows:

Interactive Command Processor:
UCOVBPECY% / K CALL 9%H0OVE% ENVVARS. CVD

Batch Command Processor:
UCOVBPECY% / C CALL HOVE% ENVVARS. CVD&YCOVIVANDY

12.2.13 Error getting name of peer.

Almost alwaysthismessageiscaused by theuseof analternate TCP/I P packagethat doesnot
properly implement thegetpeernamesystemcall. Most of theprotocolsinthe ATRL Srequire
the ability to know theincoming TCP/IP port, and security logging is dependent on knowing the
incoming address. (Thesetwo piecesof information arewhat getpeernamereturns). Thus, your
TCP/IP packageisincompatiblewiththe ATRLS.

12.2.14 rshd: (userl/user2@host) Access denied.

User2 needs user1@host added to its Host Equivalent List. See Host Equivalence List for
details.
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12.3 Contacting Ataman Software’s Technical Support

Freetechnical supportisprovidedexclusively viaelectronicmail. Fromthelnternet use:
support @t aman. com

IMPORTANT: Our biggest problemin providingtechnical viaelectronicmail isreceiving
invalidreturnaddresses. If your local mailing system doesnot automatically provideit, please
giveastandard return address as part of your message. Inall cases, pleaselist your telephone
number so we can still reach youintheevent of electronic mail failure.

Ataman Softwaretakesitstechnical support by electronicmail very seriously. It shouldbea
very rare event not to respond to your mail within 1 businessday. If you have not received a
response withinthistime period, pleasetell usby calling usat (970) 225-9131.

Contact Information:

support@ataman.com
Ataman Software, Inc.
P.O. Box 271130

Fort Collins, CO 80527
(970) 225-9131

FAX: (970) 225-0335

Bug fixesareworked into minor releasesthat are distributed on our world-wide web site:
http://ww. at aman. com

Y oumay al so obtainthelatest versionfrom Ataman Softwarefor adistributionfee. Y ouonly
need to obtain one copy to upgrade all the copiesfor which you have alicense. Y our
registrationcodewill work withall minor versionrel easesthat havethesamemajor version
number asthe softwareyou originally licensed.

Only thelatest major releaseversioniseligiblefor full technical support. When anew major
versionisreleased, support for theold versionwill be phased out over a6-month period.

Wereservetheright to chargefor technical support for copiespurchased 1 year or more
earlier.

Wereserveright to limit the number of people contacting usfor support from sitelicensesand
largevolume purchases (> 200 copies). (Weexpect your internal support to providefirst-line
technical support toyour end users, withyour technical support peoplecontacting our technical
support people.)

12.4 Ataman’s World Wide Web Site
Not sureif you havethelatest version? Want to know about useful freebies?

Check out our World-Wide-Web site:
http://ww. at aman. com
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13. Ordering the ATRLS

Thelatest ordering information can be obtained from our webste:

PDF version http://www.ataman.com/atrls/order_form.pdf
HTML version  http://www.ataman.com/atrls/order_form.htm
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